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If you are reading this newsletter, you survived
the 4th of July. Hopefully you didn’t get
sunburned, barbeque burned, or burned by the
fireworks that seem to magically appear
regardless of legality. I surprised myself and made
it through the day without any burns of any kind.
So I am finally learning, better late than never.
Not all Americans have faired as well on the 4th of
July. Ironically, three of the first five U.S.
Presidents, all considered founding fathers, died
on the 4th of July. John Adams was the first U.S.
Vice President and the second U.S. President.
Thomas Jefferson was the third U.S. President
and principal author of the Declaration of Independence. Both John Adams
and Thomas Jefferson died on the 4th of July 1826, the 50th anniversary of
the signing of the Declaration of Independence. James Monroe, the fifth
U.S. President, died on July 4th, 1831. On a more positive note, the
following famous people were born on the 4th of July:











Calvin Coolidge, 30th U.S. President
Malia Obama, First Daughter of President Obama
Gloria Stuart, Titanic actress
Nathaniel Hawthorne, author of The Scarlet Letter
Geraldo Rivera, TV commentator
Stephen Foster, songwriter of Camptown Races, Oh Susanna and
284 more songs!
Stephen Mather, leader in the creation of the National Park Service
George Steinbrenner, late New York Yankees owner
Ron Kovic, disabled Vietnam Veteran who inspired the book and
movie Born on the Fourth of July
George Murphy, actor turned politician (U.S. Senator for California)

SCAP Board of Directors Meeting
On June 16th SCAP held the summer Board of Directors meeting at LACSD.
We thanked our outgoing president Grace Robinson Hyde, General
Manager and Chief Engineer of LACSD. Grace provided valuable leadership
through the SCAP Executive Director transition and provided thoughtful
guidance to me as a new Executive Director. Thank you Grace!

July 2017
Homepage

Air Report

Biosolids Report

Collections Report

Energy Report

Water Report

Pretreatment Report

We welcomed Directors Jayne Joy, Eastern Municipal Water District, as our new President and Peter Vroom, City
of San Diego, as our new Vice President. I am looking forward to working with both of them!
Resolutions of Appreciation were made for:
 Grace Robinson Hyde, LACSD - outgoing President
 Diane Gilbert Jones, City of Los Angeles - outgoing Biosolids Committee Chair
 Barbara Sharatz, City of San Diego - outgoing Pretreatment Vice Chair
New appointments were made for:
 Christina Jones, City of Los Angeles - incoming Biosolids Committee Co-Chair
 Larry Smith, LACSD - incoming Pretreatment Committee Vice Chair
One of the significant initiatives from the Board of Directors meeting is the formation of a new Cyper Security
Committee. David Malm, Deputy Manager of Integrated Systems Services for IEUA, provided a compelling discussion
for the Board (who didn’t need a lot of convincing) and quickly approved the new committee. David Malm will serve
as Chair and Robert Coromina, Director of Administrative Services for VVWRA, will serve as the Co-Chair. Please see
the debut Cyber Security Report on page 13 of this newsletter. We are currently planning the first Cyber Security
Committee meeting. If you are interested in joining the committee, please email me your contact information at
sjepsen@scap1.org.

Flush and log on with confidence,

Steve Jepsen, Executive Director

Huntington Beach Pier - Ralph Palomares
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AIR QUALITY COMMITTEE REPORT
David Rothbart, Chair
drothbart@lacsd.org

Jim Marchese, Vice Chair
jim.marchese@lacity.org

Terry Ahn, Vice Chair
tahn@ocsd.com

Note: The next Air Quality Committee meeting is scheduled for Tuesday, July 11 from 10:00 am to 12:00 noon at the
offices of the Los Angeles County Sanitation Districts. All SCAP members are invited to attend.

SCAQMD Proposed Rule 1466 by David Rothbart, Chair - LACSD
Proposed Rule 1466 establishes requirements to minimize fugitive particulate emissions from earth-moving activities at
sites where the EPA, DTSC, SWRCB or RWQCB have determined that the soil contains arsenic, asbestos, cadmium,
hexavalent chromium, lead, mercury, nickel, or polychlorinated biphenyls. SCAQMD Executive Office can also identify
sites that would be applicable to Proposed Rule 1466 based on specified criteria. Under the proposed rule, near-realtime PM10 monitoring is required as a surrogate for toxics. In the event, PM10 concentration exceeds 25 μg/m3, earthmoving activities must be suspended.
SCAP expressed two major concerns about the proposed rule: (1) the Executive Officer provision is too subjective and
(2) most rule requirements are not applicable to routine sewer construction projects (e.g., upwind and downwind air
monitoring). In response to our request, SCAQMD staff agreed to include the following provisions:



The Executive Officer may designate a site if the Executive Officer has evidence that the site contains soil with
applicable toxic air contaminants
Linear trenching for sewer projects on roadways or earth-moving activities consisting only of excavation
activities of soil with applicable toxic air contaminants of less than 500 cubic yards, directly loaded into trucks,
shall be exempt from all requirements except: paragraphs (e)(2) through (e)(8), paragraph (e)(11), and
subdivisions (f), (h), and (i).

These modifications generally address all of our concerns. The proposed rule is scheduled to be adopted on July 7th.

SCAQMD Permit Fees by David Rothbart, Chair - LACSD
On June 2, 2017 protesters disrupted the SCAQMD Governing Board meeting, which caused the meeting to be
reconvened in closed session (click HERE). Due to the situation and the Budget and Proposed Amended Regulation III –
Fees were approved without public comment. It’s my understanding that no public speaker cards opposing the budget
were remitted, so it’s unlikely that public comment would have influenced the approval of this item. Effective
immediately fees will increase as follows:
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A fee increase for most fees by 2.5%, consistent with the CPI
An additional fee rate increase above the 2.5% increase in the CPI of 10.67% in each of the next three years
(commencing in July 2017), in permit-related services (permit processing, annual renewals and plans, but
excluding emissions based fees) for Title V facilities
An additional fee rate increase above the 2.5% increase in the CPI of 4% in each of the next two years
(commencing in July 2017), in permit-related services (permit processing, annual renewals and plans, but
excluding emissions based fees) for non-Title V facilities

SCAQMD Amended Governing Board Meeting Procedures by David Rothbart, Chair - LACSD
As the result of the protest described above, the SCAQMD Governing Board is proposing to amend their meeting
procedures. The primary change, if approved, will reduce public testimony from three minutes to one and one-half
minutes. More information can be found HERE.

BIOSOLIDS COMMITTEE REPORT
Tom Meregillano, Co-Chair
TMeregillano@ocsd.org

Christina Jones, Co-Chair
Christina.jones@lacity.org

EPA Inspector General to Examine the Biosolids Land Application Program by Tom Meregillano, Vice Chair –
Orange County Sanitation District (Source Chris Hornback, NACWA)
The Office of Inspector General (OIG) for the EPA has initiated a preliminary evaluation on whether EPA has
implemented controls over biosolids land application that protect human health and the environment. This is a 90day screening phase of the EPA Part 503 program by the Office of Inspector General. Typically within the first 30
days, OIG will determine if its initial findings will warrant a full investigation. OIG held an internal meeting on June
13th. Further interviews with biosolids stakeholders (internal and external) will be done to determine if more
investigation is needed. SCAP will continue to monitor this item.

AB 901 Reporting Regulations to Begin Formal Rulemaking Process by Tom Meregillano, Vice Chair – Orange
County Sanitation District
AB 901 requires recyclers, composters, brokers, transporters, and exporters (such as POTWs) of recycling material or
organics to report the tons of materials they sell or transfer. After months of informal input, CalRecycle presented
the proposed regulations for the Diversion and Disposal Reporting System (DDRS) on May 16th. The Office of
Administrative Law will oversee the formal rulemaking process, which begins with a public 45-day comment period
anticipated to begin late July to early August 2017. For more information go to AB 901: Disposal and Recycling Facility
Reporting Program.
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CalRecycle Accepting Public Comments for 2018 Waste Characterization Study by Tom Meregillano, Vice
Chair – Orange County Sanitation District
CalRecycle plans to conduct a comprehensive statewide waste characterization study which includes biosolids during
the 2018 calendar year, focused on materials destined for landfill disposal. A draft scope of work for the study
contract is available on CalRecycle’s June Public Meeting Notice page:
http://www.calrecycle.ca.gov/Actions/PublicNoticeDetail.aspx?id=2125&aiid=1937.
Comments were due on July 7th on any part of the draft scope or on material types to be included in the study
(wastechar@calrecycle.ca.gov).

CASA/CWEA Joint Biosolids and Renewable Energy Innovative Technology Seminars - Save the Date by
Tom Meregillano, Vice Chair – Orange County Sanitation District (Source CASA)
CASA and the California Water Environment Association are proud to offer once again the Biosolids and Renewable
Energy Innovative Technology Seminars at two locations on consecutive days. They will be in Berkeley on November
14th and at UC Irvine on November 15th. The focus of the seminars will be on successful and innovative management
practices and technology for biosolids, renewable energy production and utilization, and climate change mitigation.
Detail information:


Tuesday, November 14, 2017 from 8:30 am – 4:00 pm; HS Lordships, 199 Seawall Drive, Berkeley, CA 94710



Wednesday, November 15, 2017 from 8:30 am – 4:00 pm; Doheny Beach Lounge, Student Center, University of
California – Irvine. A 311 W. Peltason Drive, Irvine, CA 92697

Registration information will be coming soon, along with the agenda. For more information, contact Greg Kester,
CASA Director of Renewable Resource Programs at gkester@casaweb.org.

SWRCB Notice to Prospective Proposers - RFP No. 17-014-240 Co-Digestion Capacity Analysis Tom
Meregillano, Vice Chair – Orange County Sanitation District (Source CASA)
The Water Boards is soliciting proposals from firms that can provide a co-digestion capacity analysis that helps inform
and guide planning and actions to reduce the landfilling of organic waste and increase co-digestion at wastewater
treatment plants. Proposers must have the capabilities and qualifications to perform all the services described in the
RFP. Proposals are due July 12, 2017 at 4:00pm. The solicitation can be viewed at:
https://caleprocure.ca.gov/event/3940/0000005945.

2017 W 3170 Annual meeting Presentations Available by Tom Meregillano, Vice Chair – Orange County
Sanitation District (Source CASA)
CASA made available all of the presentations from the 2017 W 3170 Annual Meeting held at the City of Los Angeles’
Hyperion Water Reclamation Plant on June 12th and 13th. Presentations are posted on their website and can be
accessed at this link: http://casaweb.org/calendar/speaker-presentations/
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COLLECTIONS COMMITTEE REPORT
Ralph Palomares, Chair
RPalomares@etwd.com

Dindo Carrillo, Vice Chair
dcarrillo@ocsd.com

Note: The next Collections Committee meeting is scheduled for Thursday, July 20 from 9:30 am to 1:00 pm
at the Goleta Sanitary District. All SCAP members are invited to attend. This meeting will feature
presentations on Bypass Pumping Good Practices, Trenchless Lateral Rehabilitation, All About UV Cured
CIPP and more. See you there!

SCAP Survey Service by Steve Jepsen – SCAP
One of the services SCAP provides to our members is an informational survey service. When a member has a
question they simply call or email Pam Merriam, pmerriam@scap1.org, or Steve Jepsen, sjepsen@scap1.org, and we
will circulate the question to the appropriate group, collect the responses and provide a summary of the responses
back to the group. Generally, the survey responder is kept anonymous so they are comfortable responding on
sensitive issues. If the survey requester wishes to learn more from a particular responder SCAP will arrange an
introduction. We had a flurry of collection system related survey requests in the last few months. One of our
newsletter readers suggested publishing the survey results in the SCAP Monthly Update, so here is one of the recent
SCAP surveys, more to follow.
Summary of SCAP Survey on the use of skids on jetter heads while cleaning pipelines. Information on the following
questions has been requested.
Survey Questions
1.
Are agencies using skids while performing jet-rodding operations within their collection system?
2.
If yes, what are the benefits?
3.
If no, please provide reason.
4.
If you are cleaning an 8-inch mainline what diameter and length skid are you using?
SCAP thanks everyone that took the time and effort to respond to our recent request for information. The following
is a summary of the responses received from the participating agencies. The name of each agency has been
intentionally omitted for confidentiality reasons. If a follow up with one of the responses is desired, please email
and I will provide it the contact information if given permission from the contributor.
Steve Jepsen, Executive Director
sjepsen@scap1.org
Responses:
Response 1 – The XXX Sanitary District
XXX Sanitary District crews use skids during jet-rodding operations. The benefits include the following:
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It keeps the nozzle centered within the pipe.
The skids prevent the nozzle from entering into a lateral or climbing up a drop manhole.
Skids prevent the nozzle from turning around within the pipe and looping back towards the operator.

For general cleaning purposes, 8-inch lines are cleaned with a skid that is no more than 7 inches in diameter and
the length of the skid/nozzle is at minimum 8 inches long.

Response 2 – The City of XXX
Yes, we use two types of skids while performing jet-cleaning operations. Not sure from your email which you
may be referring to but I will give you an idea of what we use.
The first one is a “skid” (picture attached). It is used to center the cleaning tool inside the pipe. Its main purpose
is to prevent normal wear and tear on the “proofing tool” (picture attached).

Skid
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Response 2 – The City of XXX (continued)
The benefit of using this proofing tool, is that it gives the operator some knowledge of what may be inside the pipe. It
identifies if the pipe is clean and it will also pin point places where there are mechanical defects, misalignments, or
protruding service connections. This tool passes within an inch of the pipe walls and will signal to the operator if any
grease, roots, and debris are located inside the pipe that can form a stoppage.
When cleaning an 8” line, we would use a skid and also a proofing tool with a 7” diameter. A skid will be 13.5 “long. A
proofing tool is 17” long.

Response 3 - The XXX Community Service District:
1.

Are agencies using skids while performing jet-rodding operations within their collection system?
Yes

2.

If yes, what are the benefits?
Centers the nozzle in the pipe providing better circumference cleaning. Greatly lowers the possibility of
the nozzle turning up a lateral or manhole.

3.

If no, please provide reason.
If roots and grease (on the crown of the pipe) are not an issue, then the nozzle laying in the invert will
suffice. Some manufactures (USB-SEC for example) recommend not using skids on their controlled
rotation nozzles.

4.

If you are cleaning an 8-inch mainline what diameter and length skid are you using?
We do our maintenance cleaning in 8” lines with a controlled rotation nozzle on a 4” dia. skid 12” long.

Response 4 – The XXX Water District
We are great believers in the use of skids during routine and preventative maintenance. Not only does this
prevent the nozzle from entering a customer lateral, it keeps it well centered in the pipe. We initially started
using small easement style ball skids over 6 years ago with good results. About 2 years ago, we switched to
the use of proofers. Not only has it increased the amount of debris & roots we remove, it gives us greater
confidence that the line is clear of any major obstructions. For an 8-inch line, we use a 6-inch diameter short
proofer, this worked better than an 8-inch for us. The 8-inch would get hung up on small offsets which, upon
CCTV, weren’t causing issues. Feel free to contact me directly for any questions.

Response 5 – The Plumbers Depot
1.

Are agencies using skids while performing jet-rodding operations within their collection system?
Yes

2.

If yes, what are the benefits?
The skid will allow the nozzle to be in the center of the pipe this will increase the quality of cleaning by
33% and also prevent from going into laterals and prevent from turning around.
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If no, please provide reason.

4.

If you are cleaning an 8-inch mainline what diameter and length skid are you using?
6.5” O.D. to 7”

Pretreatment Report

Response 6 – The XXX Wastewater District
1.

Are agencies using skids while performing jet-rodding operations within their collection system?
Yes

2.

If yes, what are the benefits?
Helps keep the nozzle in the center of the pipe, also prevents the nozzle from going up into a lateral or
dead end clean out and getting stuck.

3.

If no, please provide reason.

4.

If you are cleaning an 8-inch mainline what diameter and length skid are you using?
6-Inch diameter skid

Response 7 – Empire Pipe Cleaning
1.

Are agencies using skids while performing jet-rodding operations within their collection system?
 Empire Pipe Cleaning uses skids on certain nozzles in most applications

2.

If yes, what are the benefits?
 Nozzles properly positioned will clean the overall condition better
 Using an extension prevents the nozzle from entering laterals
 Using a skid extension also prevents the nozzle from turning around in the middle manhole
when you have to clean two sections from one manhole. They also prevent help prevent you
from getting stuck in an undocumented or buried manhole.
 Skids help prevent premature wear of the nozzles. Tier 3 nozzles can be very expensive.

3.

If no, please provide reason.
 Some of the rotating nozzles like warthog have centralizers that are used in lieu of longer type
centering skids. If you are purposely trying to remove hard materials from the bottom of the
pipe you want the cleaning nozzle close to the bottom.

4.

If you are cleaning an 8-inch mainline what diameter and length skid are you using?
 The proofer type skids with the wire skid wears very quickly and once worn through can catch
on offset joints. We tend to use the solid finned skids that are large enough to get the skid off
bottom while not allowing the nozzle to get stuck, prevent premature nozzle wear, and
provide effective cleaning. Typically they are 14” long with 5” to 6” diameters.

End of survey results
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ENERGY MANAGEMENT COMMITTEE REPORT
Pietro Cambiaso, Chair
Pcambias@ieua.org

Ray Bennett, Vice Chair
Bennett@irwd.com

Four Tips for Working with Local Agencies to Permit Infill Battery Energy Storage Systems by Colin Ramsey,
Dudek
Powin Energy’s 2-megawatt (MW)/8 MW per hour battery energy storage system (BESS) recently went online fewer
than six months after the project was awarded, marking an energy industry first for the speed of manufacturing,
installing, and commissioning of an asset of this size on a distribution feeder.
Located in Irvine, California, the system provides peaking capacity and grid support services to Southern California
Edison (SCE). Rapid deployment was required due to a California Public Utilities Commission deadline for SCE to
provide storage resources to help alleviate constraints arising from the lack of gas-fired generation due to the leaks
and subsequent closure of the Aliso Canyon gas storage facility.
Deploying grid support resources in months (rather than years) and
at a fraction of the cost of a gas-fired peaker plant presents the
power industry with an attractive alternative to serve their peakcapacity and load distribution needs.

ABOUT THE BESS
The storage facility Powin Energy installed
for SCE is interconnected on the Virgo 12kilovolt (kV) distribution line out of the

One project challenge was securing land use approval from local
agencies within 6 months, when typical processing time is 12
months.
Powin Energy worked with their project entitlement and engineering
team to obtain land use and building permits from several local
agencies to build out the system inside an older industrial
warehouse. The project team offer the following tips for permitting
infill BESS:

Estrella 66/12-kV substation and can
deliver 2 MW of power for more than four
continuous hours.
The system has more than 2,400 Li-ion
battery packs supplying regulation and
flexible capacity support, as needed.

1) Educate local agencies about BESS. If an energy company proposes a BESS over the next couple of years, there
will be a strong possibility it represents an uncategorized land use that has never been evaluated and reviewed
before in the local agencies zoning ordinance”. For the Powin project, the City of Irvine (City), the lead permitting
agency; the Orange County Fire Authority (OCFA); and Irvine Ranch Water District (IRWD) had never reviewed a BESS
permit request. Informing the local agencies requires a lot of education on the technical aspects and the beneficial
need. In this instance, the BESS was going to support an under-sized, overworked grid that could potentially result in
brownouts.
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This particular education effort was complicated by timing–the Samsung Galaxy Note7 failures occurred at the same
time as the project’s permitting application. From the 30,000-foot level, there was a perception that the Powin
project and the Samsung phones involved lithium ion batteries with similar risks. Outlining the differences between
the project’s batteries and the faulty Samsung ones helped alleviate a lot of the local officials’ worry surrounding
battery safety.
2) Include the permitting team early in the process. Battery storage firms need to understand the local permitting
landscape. While the City was the lead permitting agency, the OCFA and IRWD also had review and approval cycles.
Including the permitting team as early as possible in design-build or siting discussions can enable more realistic
scheduling and save time by anticipating potential permitting “gotchas.” When the schedule allows, a constraints
analysis with permitting schedules and costs can be invaluable.
3) Coordinate across traditional disciplines to drive success. Both land use permitting and building code
requirements will drive project design. Changes to project layout need to be addressed in a collaborative and
coordinated fashion. We routinely dealt with project design changes that affected many different disciplines of the
project. It was crucial to have all of our various engineering and permitting leads in the same room, so that when we
proposed a solution all disciplines could weigh in on its pros and cons; that way we could make sure the solution
didn’t subject the project to additional rules and regulations.
4) Avoid the pitfalls of infill. Taking advantage of existing facilities is a great option for BESS projects as it allows the
project to leverage existing infrastructure and can place the project near or at the load demand/congestion point or
in a location or facility that won’t generate public outcry. This strategy is not without consequences though;
developers need to be aware of how zoning codes will affect project layout, size, and scope. Projects can be limited
by parking, fire, and screening requirements, or can be burdened by the additional costs of building sidewalks,
landscaping, fire, and Americans with Disabilities Act upgrades.

WATER ISSUES COMMITTEE REPORT
Al Javier, Chair
javiera@emwd.org

Lyndy Lewis, Vice Chair
Lewis@irwd.com

Including Storm Water in the Definition of Sewer by Steve Jepsen - SCAP
Senate Bill (SB) 231, authored by Senator Bob Hertzberg, intends to assist agencies owning and operating Municipal
Separate Storm Sewer Systems (MS4s) with funding for regulatory compliance and infrastructure maintenance by
defining “storm water” as a utility. The bill is being promoted as a drought relief initiative by Hertzberg who states,
“only 15 percent of the storm water flowing into the Los Angeles River watershed is captured and used for water
supply while the rest is dumped in the ocean”. He adds that the reason we are doing such a poor job of capturing
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storm water is that lawyers have created confusion on how to pay for it. We all know there are a few other
challenges as well. We also all probably know several engineers who would relish the opportunity to take on the
challenge.
Looking back, Proposition 218 was passed back in 1996 and contains a requirement that any tax subject to voter
approval assessed upon a parcel of real property or upon a person as an incident of real property ownership must be
a special tax subject to two-thirds voter approval except for the case of certain utilities such as sewer, water or
refuse collection service. Proposition 218 did not define sewer, water or refuse services, as such determining what
services fall into these definitions has been the subject of litigation. An appellate court decision in Howard Jarvis
Taxpayers Association v. City of Salinas 98 Cal. App. 4th 1351 (2002) found that a city’s charges on developed parcels
to fund storm water management were property-related fees and were not covered by the exemption for sewer or
water services.
SB 231 attempts to get around the two-thirds votes requirement by revising the definition of sewer to include storm
water. An excerpt from SB 231 is provided below:
Systems, all real estate, fixtures, and personal property owned, controlled, operated, or managed in connection
with or to facilitate sewage collection, treatment, or disposition for sanitary or drainage purposes, including
lateral and connecting sewers, interceptors, trunk and outfall lines, sanitary sewage treatment or disposal plants
or works, drains, conduits, outlets for surface or storm waters, and any and all other works, property, or
structures necessary or convenient for the collection or disposal of sewage, industrial waste, or surface or storm
waters, but excluding a sewer system that merely collects sewage on the property of a single owner from the
definition of “sewer.”
SB 231 has passed the Senate and is heading toward the Assembly. Don’t expect any changes in the definition of
sewer or changes stormwater funding soon, the taxpayer advocate groups such as the Howard Jarvis Taxpayers
Association have vowed to litigate SB 231 if passed.

WASTEWATER PRETREATMENT COMMITTEE REPORT
Mark Kawamoto, Chair
MKawamoto@ocsd.com

Larry Smith, Vice Chair
LSmith@lacsd.org

SCAP Working with CWEA on the next P3S Conference by Steve Jepsen - SCAP
CWEA will be holding their 2018 Pretreatment Pollution Prevention Stormwater (P3S) conference at the
Riverside Convention Center on February 12-14. SCAP is looking forward to collaborating with CWEA on
several sessions and special events. Please reach out to our Pretreatment Committee chairs with ideas or
requests.
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NEW!

CYBER SECURITY COMMITTEE REPORT
David Malm, Chair
dmalm@ieua.org

Robert Coromina, Vice Chair
rcoromina@vvwra.com

The New Cyber Security Committee by David Malm, Chair
The purpose of this committee is to share information related to cyber security between wastewater
agencies in Southern California. This applies to staff who manage SCADA networks and staff who
manage Business or Office networks (both are at risk). Smaller Agencies may be overwhelmed just
keeping systems online, and now they must consider how to protect these systems from threats. Larger
Agencies may not know where or how to begin a cyber security program, or they may have a well-developed strategy
in place that can be shared with others. No matter where you currently are in the development of a program, we can
all benefit from your participation in this committee. Both technical and non-technical staff are welcome to attend.
There are a few certainties in the cyber security field for the foreseeable future: 1) You will never be finished, 2) You
must start somewhere.

Cyber Security and Critical Infrastructure by David Malm, Chair
Wastewater treatment facilities are considered “Critical Infrastructure” in the United States
(https://www.dhs.gov/water-and-wastewater-systems-sector). In 2013, President Obama issued
Executive Order 13636 for improving critical infrastructure cyber security. This Executive Order called
for the development of a risk-based cybersecurity framework, which resulted in the development of the
NIST (National Institute for Standards and Technology) cyber security framework version 1.0 in February 2014.
Our challenge is to figure out which computer assets are the most important to our organization, and then
appropriately allocate resources to protect those assets. That’s where risk management comes in. IEUA has a
project in 2017-2018 to develop a risk management plan and perform a risk assessment on our technology assets
with the help of some smart consultants. I’m sure we will have a great deal of information to share during and after
this project is complete. The information gathered will be used to help us plan future cyber security projects with
the knowledge that we’re protecting the right assets and properly committing our resources. Other projects are
scheduled, but you will have to attend the cyber security committee meetings for details!

IT Departments Aren’t Prepared for Security Risks by Sue Marquette Poremba
If your organization was confronted with a security threat, do you feel confident that your IT
professionals (assuming they handle your security needs) would be able to mitigate the threat?
If you answered yes, you are in the minority. A new study from Netwrix Corporation found that only 26
percent of IT departments are ready and able to handle security risks.
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In this security climate, that number is astoundingly low. Security experts everywhere warn that we are in a when,
not if, situation when it comes to becoming the victim of an attack. Yet, digging deeper into the study, the reasons
why that number is so low become clear. Too many organizations expect their IT people to be security experts, and
that’s simply not the case. According to the survey, 65 percent of organizations don’t have a dedicated security
person and 31 percent don’t know what happens to data when it is stored in third-party data centers.
We shouldn’t be surprised by these numbers. IT professionals aren’t trained to handle security; they are trained to
handle computer hardware and software problems. A few years ago, I was invited to an event for CISOs and CSOs
from some of the biggest organizations in the country. Even that recently, they told me, CISO was an uncommon Csuite position, and without fail, every person I talked to told me that he started his career in IT and at some point,
when it was clear security needed to be addressed, he was given the job because “I was the computer guy.”
As we’ve learned, although they seem like a logical fit, IT and security don’t necessarily go hand-in-hand. They are
different skill sets, and when we ask IT to perform security jobs without having the right skills, we are going to have
an organization that falls into that 74 percent unprepared for security threats.
At the same time, organizations are struggling to find employees with the right skills. There has been a lot of talk
about the security professional shortage, but there are other problems, too, like budget shortfalls. The Netwrix study
found the biggest obstacle to being prepared for a security incident is budget, with 57 percent of respondents citing
this as a problem (with 54 percent saying lack of time, which kind of goes together with not having the right type of
personnel in place). These numbers correspond with results from a Trustwave study that found those in charge of
security don’t have control of the budget. That report also highlighted the struggles organizations have in bringing
people qualified to handle security, as Chris Schueler, Trustwave senior vice president of Managed Security Services,
was quoted in Biz Report:
We keep seeing enterprises simply throwing bodies at the problem when what is really needed is a better staff
training, more budget support to hire the right personnel and additional assistance from experienced third-party
experts to help amplify the more complicated and demanding areas of security like testing, monitoring and incident
response.

Industroyer can knock out power grid, ESET by Greg Masters, Managing Editor SCMagazine.com
Security researchers at ESET have been examining malware samples that can knock off power,
similar to what was done to the residents of Kiev in December 2016.
The malware, dubbed Win32/Industroyer by the ESET team, can wreak the same damage as
the type of malware that affected the electric power grid in the Ukrainian capital, according to
a post on the company's We Live Security blog. The malware that hit the Ukraine might well have been a beta test,
portending a larger attack to come, the researchers said. And, as the malware could be refitted to go after other
varieties of critical infrastructure, it might well be the biggest threat to industrial control systems since Stuxnet, they
claimed.
Industroyer is a significant threat, they explained, as it can gain control of electricity substation switches and circuit
breakers used around the world in industrial communication protocols in use in power supply infrastructure.
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Security researchers at ESET have
been examining malware samples
that can knock off power, similar to
what was done to the residents of
Kiev in December 2016.
The
malware,
dubbed
Win32/Industroyer by the ESET
team, can wreak the same damage
as the type of malware that
affected the electric power grid in
the Ukrainian capital, according to
a post on the company's We Live
Security blog. The malware that hit
the Ukraine might well have been a
beta test, portending a larger Miscreants deploying Industroyer malware can turn off or interfere with operations
attack to come, the researchers said. And, as the malware could be refitted to go after other varieties of critical
infrastructure, it might well be the biggest threat to industrial control systems since Stuxnet, they claimed.
Industroyer is a significant threat, they explained, as it can gain control of electricity substation switches and circuit
breakers used around the world in industrial communication protocols in use in power supply infrastructure.
Miscreants could therefore manipulate the switches and circuit breakers to turn off power or interfere with
operations. The problem, said the researchers, is that the underlying protocols used for this hardware was designed
decades ago – when controls were isolated, long before they were tethered to the internet. And, Industroyer exploits
these protocols in a manner precisely as they were designed to be used.
The December 2016 cyberattack in the Ukraine followed an earlier infiltration of the nation's electrical grid
distribution network. In that incident, in 2015, the attackers employed BlackEnergy malware, as well as KillDisk and a
number of other malicious components, to cripple legacy remote access software used at operator workstations. The
attackers succeeded in shutting off power. But, the ESET researchers explained, the coding of BlackEnergy is
dissimilar to Industroyer. The newer code is modular malware, they said. "Its core component is a backdoor used by
attackers to manage the attack: it installs and controls the other components and connects to a remote server to
receive commands and to report to the attackers."
Its use of four payload components sets it apart from previous malware used to target critical infrastructure. This
iteration can "gain direct control of switches and circuit breakers at an electricity distribution substation." The coding
shows that those behind it have a comprehensive understanding of the technology used in industrial control systems,
ESET wrote. Further, obfuscation strategies significantly disguise its workings – such tricks as hiding the C&C server in
Tor, the use of a backdoor, and a wiper module that can "erase system-crucial Registry keys and overwrite files to
make the system unbootable and the recovery harder." In short, because of its flexibility, Industroyer can be adapted
to target any industrial control system using some of the targeted communication protocols.
The ESET team admitted that without access to the components themselves their ability to verify for certain what
coding was used in the attacks on Ukraine's power grid is tentative, but based on their analysis, they concluded that
it was "highly probable" that the malware used in the December 2016 attack in the Ukraine was Industroyer. But,
ESET is not the only research team looking into the malware. Other teams have dubbed it CrashOverride.
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In an article in Monday's Washington Post, the group behind the malware has been identified by cybersecurity firm
Dragos as Electrum. The firm claimed "with high confidence" that this group used the same computer systems as did
the hackers behind the attack on the Ukraine electric grid in 2015. That attack was believed to have been carried out
by hackers contracted by the Russian government, according to American researchers – in the private sector, not the
government.
All the researchers agreed that the malware demonstrated a high degree of sophistication. Owing to its ability to
persist within the operations of a power grid to gather data to adjust its payload capabilities, it could be customized
for use in any number of power grid systems. It's highly dangerous, the ESET team warned, and whether the recent
attack in the Ukraine was a test run or not, the malware's potency should be a concern for security professionals
around the world charged with protecting such critical infrastructures. Other experts agree about the imminent
threat posed by Industroyer. “After years of working closely with global power generators, we have seen that
network communications across grids are usually very stable and that once baselined, it's possible to detect
anomalies," Andrea Carcano, co- founder and chief product officer for Nozomi Networks, told SC Media on Monday.
"Unusual messages using regular power system communication protocols can be identified and flagged, and action
can be taken on them before an outage occurs."
The implications of Industroyer malware is significant, Carcano added. "Unlike Stuxnet, which was designed to attack
a particular uranium enrichment plant, this malware is broad-based and could affect power grids in many countries."
His recommendation is for electric utilities to monitor and improve their cyber resiliency programs, including
implementing real-time ICS cybersecurity and visibility solutions. But not all industry observers believe the threat is
as significant as ESET and others claimed. "With all of the buzz around Industroyer being 'the next Stuxnet,' you'd
think it was one of the most sophisticated threats out there, but with no zero-days in the Industroyer payload, the
significance of this malware as a stand-alone event is small," John Chirhart, federal technical director at Tenable, told
SC Media on Monday.
"Security for critical infrastructure assets like industrial control systems is important, but we need to remember that
malware like Industroyer, or WannaCry, represent the new normal of today's fast-paced security environment and
require a different approach. There's no way to be strategic about your security if you're always reacting to the
threat of the day," Chirhart said.
As cloud and IoT break down the distinction between
operational technology (like ICS/SCADA) and
information technology (like laptops and mobile
devices), most security vendors have failed to innovate
at the rate of change, Chirhart said, so the
convergence of modern IT and OT computing assets is
leaving customers struggling to discover and secure all
of the devices on their networks. "Single use “best of
breed” security products are no longer enough,"
Chirhart said. "CISOs need a unified view from a single
platform that can draw on active, passive and agent
scanning to see everything – from containers to MRI
machines." Stop chasing the latest headline-breaking threat, he added, and instead implement a strategic and agile
security program to proactively manage cyber risk for the modern enterprise. "That's what separates a world-class
cyber organization from a mediocre one."
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MEETING SCHEDULE
July/August Meetings/Workshops/Conferences:


SCAP Air Committee Meeting: July 11, 10:00 am to 12:00 pm, LACSD



SCAP Collection Systems Committee Meeting: July 20, 9:30 am to 1:00 pm, Goleta Sanitary District



International Water Reuse Conference: July 23-27, Long Beach, CA



CASA Annual Conference: August 22-24, San Diego, CA

Non Sequitur

If a nation values anything more than freedom, it will lose its freedom; and the irony of it is that if it
is comfort or money that it values more, it will lose that too.
-
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- The Summing Up (1941)
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